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Syllabus 
 

Bengaluru Centre 
 

Domain - AI / ML 
 

a. Artificial Intelligence/Machine Learning Algorithms and Concepts: 

i. Concepts and Algorithms of Machine Learning (ML): 

• Types of ML: Supervised, Unsupervised, and Reinforcement Learning 

• Key algorithms: Linear Regression, Logistic Regression, Ridge and Lasso 

Regression, Decision Trees, Support Vector Machines, k-Nearest 

Neighbors, K-Means, Ensemble methods, Dimensionality Reduction 

Methods etc. 

• Evaluation metrics: Precision, Recall, F1 Score, ROC-AUC etc.  

              ii.    Understandable & Robust AI: 

• XAI taxonomy including Intrinsic vs Post Hoc, Model-Specific vs Model-

Agnostic, and Local vs Global  

• XAI methods including  Partial Dependence Plot (PDP), Conformal 

Prediction, Individual Conditional Expectation (ICE), Feature Importance, 

Saliency Maps, Local Interpretable Model-Agnostic Explanations (LIME), 

SHAP, Integrated Gradient (IG) 

• Adversarial Attack Simulations and Mitigation Strategies 

• Metrics for Fairness and Bias Detection 

iii. Generative AI:  

• Generative Models Overview: Introduction to generative vs. 

discriminative models, probability distributions, and key types 

• Large Language Models (LLMs): Transformer architecture, Pretraining, 

fine-tuning and Prompt engineering 

• Diffusion Models: Basics of diffusion probabilistic models, noise and 

denoising processes, and applications in image, video, and 3D content 

generation. 

iv. Synthetic Datasets Generation: 

• Generative Adversarial Networks (GANs), Variational Autoencoders 

(VAEs), Synthetic Minority Over-sampling Technique (SMOTE), Rule-

based Generators, Neural Style Transfer, Text Generation Models (e.g., 

GPT) 

 

b. Data Structures and Algorithms Concepts: 



 

• Data Structures: Stacks, queues, linked lists, trees, and hash tables 

• Search Algorithms: Linear search and binary search 

• Basic Sorting Algorithms: Selection sort, bubble sort, and insertion sort 

• Divide and Conquer Techniques: Mergesort and quicksort 

• Graph Theory and Algorithms: Introduction to graph theory, graph 

traversals, and shortest path algorithms 

 

c. Programming & Frameworks:  

• Python Programming and Packages:  NumPy, Pandas, OpenCV etc. 

• ML, DL, AI Frameworks:  Scikitlearn, Tensorflow, Keras, PyTorch etc. 

• Building and Hosting Large Language Models (LLMs): Hugging Face, 

LangChain, LlamaIndex etc. 

• DevOps for AI: Docker, Kubernetes, MLFlow etc.  

• PostgreSQL and MongoDB 

• AI models/app hosting on Cloud and HPC Infrastructure 

 

e. Artificial Intelligence/Machine Learning Algorithms and Concepts:   

i. Concepts and Algorithms of Machine Learning (ML): 

• Types of ML: Supervised, Unsupervised, and Reinforcement Learning 

• Key algorithms: Linear Regression, Logistic Regression, Ridge and Lasso 

Regression, Decision Trees, Support Vector Machines, k-Nearest 

Neighbors, K-Means, Ensemble methods, Dimensionality Reduction 

Methods etc. 

• Evaluation metrics: Precision, Recall, F1 Score, ROC-AUC etc.  

               ii.    Understandable & Robust AI: 

• XAI taxonomy including Intrinsic vs Post Hoc, Model-Specific vs Model-

Agnostic, and Local vs Global  

• XAI methods including  Partial Dependence Plot (PDP), Conformal 

Prediction, Individual Conditional Expectation (ICE), Feature Importance, 

Saliency Maps, Local Interpretable Model-Agnostic Explanations (LIME), 

SHAP, Integrated Gradient (IG) 

• Adversarial Attack Simulations and Mitigation Strategies 

• Metrics for Fairness and Bias Detection 

              iii.   Generative AI:  

• Generative Models Overview: Introduction to generative vs. 

discriminative models, probability distributions, and key types (GANs, 

VAEs, Diffusion Models). 

• Large Language Models (LLMs): Transformer architecture, Pretraining, 

fine-tuning and Prompt engineering 



 

• Diffusion Models: Basics of diffusion probabilistic models, noise and 

denoising processes, and applications in image, video, and 3D content 

generation. 

              iv. Synthetic Datasets Generation: 

• Generative Adversarial Networks (GANs), Variational Autoencoders 

(VAEs), Synthetic Minority Over-sampling Technique (SMOTE), Rule-

based Generators, Neural Style Transfer, Text Generation Models  

 

v. Machine Learning Theory:  

• Generalization bounds via uniform convergence 

• Theory for deep learning: Non-convex optimization, Neural tangent 

kernel, Implicit/algorithmic regularization 

• Unsupervised learning and domain adaptation 

• Bandit and online earning 

   vi.    Formal Verification for AI models:  

• Lipschitz continuity certification 

• Mixed-integer linear programming (MILP) 

• Interval Bound Propagation  

   vii. Computer Vision: 

• Image Basics and Feature Detection, Geometric Transformations, Image 

Segmentation, Object Detection and Recognition 

  viii. Natural Language Translation:  

• Fundamentals of NLP and linguistics, Statistical machine translation 

methods, Neural machine translation architectures, Evaluation metrics 

and quality assessment, Advanced topics: multimodal and low-resource 

translation 

 ix. Semantic Mining 

 x. Soft Computing- Principles and Algorithms in context of AI 

f. Data Structures and Algorithms Concepts: 

• Data Structures: Stacks, queues, linked lists, trees, and hash tables 

• Search Algorithms: Linear search and binary search 

• Basic Sorting Algorithms: Selection sort, bubble sort, and insertion sort 

• Divide and Conquer Techniques: Mergesort and quicksort 

• Graph Theory and Algorithms: Introduction to graph theory, graph 

traversals, and shortest path algorithms 

 



 

g. Programming & Frameworks:  

a. Python Programming and Packages:  NumPy, Pandas, OpenCV etc. 

b. ML, DL, AI Frameworks:  Scikitlearn, Tensorflow, Keras, PyTorch etc. 

c. AIOps 

 

h. Mathematics for Artificial Intelligence: 

• Linear Algebra: Vectors and matrices, Matrix operations and properties, 

Eigenvalues and eigenvectors, Singular value decomposition (SVD) 

• Calculus: Derivatives and gradients, Partial derivatives and multivariable 

functions, Optimization techniques: Gradient descent and Newton's 

method, Integrals and area under curves 

• Probability and Statistics: Basics of probability theory: Events, sample 

spaces, and conditional probability, Random variables and probability 

distributions (normal, binomial, Poisson), Expectation, variance, and 

standard deviation, Statistical inference: Hypothesis testing and 

confidence intervals 

• Information Theory: Entropy and information gain, Kullback-Leibler 

divergence and Mutual information  

 

i. AI-Based SDLC practices and tools  

-------------------------------------------------------------------------------------------- 
 

Domain - Quantum Computing 
 
Quantum Mechanics Fundamentals 

 Mathematical Foundation – Linear Algebra 

 Quantum Information Science 

 Basics of Quantum Computing 

 Quantum Algorithms 

 Quantum Hardware and Architectures 

 Control Electronics and Measurement Hardware 

 Quantum Optics 

 Quantum Programming and Simulation Tools – (Qiskit, Cirq) 

 Quantum Error Correction 

 Post-Quantum Cryptography 

----------------------------------------------------------------------------------------------------------------- 



 

 
Chennai 

 
Domain - IoT, Embedded Systems 

 
Embedded Systems 

 
1. Embedded C Programming and Data structures 

Overview of C Programming language, Introduction to GNU Toolchain and GNU Make 

utility, Linux environment and vi editor, Tokens of C - Keywords, Data-Types, Variables, 

Constants, Operators, Identifiers, Storage Class Specifiers, Control Flow Statements, 

Arrays, Multidimensional arrays, Data Input & Output, Strings, Loops, Functions and 

Recursion, Pointers - Introduction, Pointer Arithmetic, Pointers and Arrays, Pointers 

and Functions, Pointers and Strings, Structures, Unions, Enum, Typedef, Bit field 

operators and pointers with structures, Preprocessors, C and Assembly, Files, I/O, 

Variable number of arguments, Command Line arguments, Error handling, Debugging 

and Optimization of C programs, Bit operations, Handling portability issues in C, 

Hardware, Time, Space and Power aware Programming. Algorithms and Abstract Data 

Types, Complexity of Algorithms, Linked Lists, Stacks, Queues, Searching and Sorting 

Algorithms, Hashing, Trees. 

 

2. Microcontroller Architecture and Programming 

a. Microcontroller Architectures – Harvard, Von Neuman, CISC, RISC 

b. Memory Architectures – Flash, RAM, NVRAM, Serial Flash, EEPROM 

c. Analog circuits – ADC, Comparators, DAC, 

d. General Purpose IO 

e. Clocks, Timers, Watchdog, Real Time Clock 

f. Embedded Peripheral Interfacing - Serial peripherals: UART, SPI, I2C, CAN 

g. Interrupts and Nested Interrupts, Interrupt Controllers 

 

3. Operating System Concepts and Linux Programming 

a. Process Management, File Management, Device Management, Scheduling, Memory 
Management 

b. IPC, Synchronization Techniques, Shared Memory 

c. Interrupts and Interrupt Vectors, Handlers and Service Routines 

d. Device Drivers, Kernel Programming, Device Tree Sources, System Calls 



 

e. Linux System and Application Programming 

f. Filesystem Types, Virtual File Systems - Proc FS, SysFS, Dev FS, 

g. Libraries – Static and Dynamic Libraries, 

h. Bootloader Concepts 

i. Real Time Operating System Concepts - Schedulers, Priority based Scheduling 
Algorithms, Determinism, Priority Inversion and Inheritance 

 

4. ARM 

Overview of ARM Architecture and Organization, Introduction to Cortex-M 
Architecture, Programming Model and Instruction Set Architecture, Alignment and 
Endianness, Register access, State, Privilege, Stack, System Control Block, Power 
Modes, Memory Model, NVIC, Exception Handling, Bit- Banding, Peripheral 
Programming, SVCall, SysTick, PendSv, MPU, DMA, Mixing Assembly and C programs, 
Introduction to CMSIS & CMSIS Components, Overview of Cortex A & R 

architectures. 

 

5. RISC V 

Why RISC-V processor, RISC-V processor overview, ARM vs RISC-V, Modes in RISC-V, 
Setting up of necessary tools, RISC-V register set and calling convention, Instruction 
formats and type, Build Process, Practical examples of instructions, Detail description 
on Control and Status Registers, Exception handling, Examples in assembly for 
exception handling, Interrupts, Interrupt Entry and Exit procedure. 

6. Embedded Hardware Design Concepts and Power Supplies 

a. Discrete Analog Circuit Design – OpAmps circuits: Amplifiers, Comparators, 
Integrators, Differentiators, Hysteresis 

b. Microcontroller Board Bring Up – Crystal Oscillators, Power Supply Decoupling, Reset 
Circuits, Analog and Digital Ground Isolations 

c. Power Supply Circuits – Linear Regulators, Low Drop Out oscillators, Switched Mode 
Power Supplies – Buck, Boost, Buck Boost, Isolated, Non-Isolated 

d. Input and Output Device Interfacing – Analog Sensors, Serial Peripheral Interfacing, 
Digital Sensor Interfacing, LCD Interfacing, OLED Interfacing, Memory Chip Interfacing 

e. Power supply requirements for embedded systems, Low-power design techniques, 
Power modes of microcontrollers (sleep, deep sleep), Energy-efficient software design 

 

7. Testing and Debugging in Embedded Systems 

a. Testing methodologies: unit testing, integration testing, system testing 



 

b. On-chip debugging techniques: JTAG, SWD, Fault- tolerance and error-handling 
mechanisms 

c. Testing tools: oscilloscopes, logic analyzers, debuggers 

 

IoT 

1. Introduction to IoT 

a. Fundamentals of IoT: Introduction, Definitions & Characteristics of IoT, IoT 
Architectures, Physical & Logical Design of IoT, Enabling Technologies in IoT, IoT 
frameworks, IoT and M2M. 

b. Sensors Networks: Definition, Types of Sensors, Types of Actuators, Wireless Sensor 
Networks 

 

2. Networking and Communication Protocols 

a. Overview of Basic Networking Concepts (TCP/IP, OSI Model), MQTT, CoAP, LoRaWAN 
and Cellular Technologies in IoT, Bluetooth Low Energy (BLE), Network Topologies for 
IoT 

b. Wireless Technologies for IoT: IEEE 802.15.4, Zigbee, HART, NFC, Z-Wave, BLE, 
BACnet, Modbus. c. IP Based Protocols for IoT IPv6, 6LowPAN, RPL, REST, AMPQ, CoAP, 
MQTT 

 

3. IoT Applications 

a. Basics of the Python programming language, Programming on the Raspberry Pi. 
Python on Raspberry Pi, Python Programming Environment, Python Expressions, 
Strings, Functions and Function arguments, Lists, List Methods, Control Flow. 

b. Data Acquisition Techniques from Sensors 

c. Data Analytics in IoT 

 

4. Security and Privacy in IoT - Common IoT Security Challenges and Threats, Best 
Practices for Securing IoT devices, Overview of Encryption Methodologies (TLS, End-
to-End Encryption),Privacy Concerns in Data Collection and Compliance Standards, 
Basics of Network Security 

---------------------------------------------------------------------------------------------------------------- 

  



 

Delhi 
 

Domain - Applied Computing (e-Governance) 
 

a. Core Java 
• OOP Principles: Classes, Objects, Inheritance, Polymorphism, Encapsulation, 

Abstraction 
• Exception Handling: Checked vs. Unchecked Exceptions, Custom Exceptions, 

try-catch-finally, Throws/Throw 
• Collections Framework: Lists, Sets, Maps, Queues, Iterators, Generics 
• Multithreading & Concurrency: Threads, Executors, Synchronization, Locks, 

volatile, atomic 
• JVM Internals: Memory Management, Garbage Collection, Class Loaders, 

Bytecode 
• I/O Streams & NIO: File Handling, Byte & Character Streams, Buffering, 

Channels 
• Lambda Expressions & Streams API: Functional Programming, Stream 

Operations, Parallel Streams 
• JDK 8+ Features: Optional, Default Methods, Stream API, CompletableFuture 

b. Java EE & Spring Framework 
• Servlets & JSP: Request-Response Cycle, Session Management, JSP Scripting 
• JPA & Hibernate: ORM Concepts, Annotations, Criteria API, JPQL, Caching, 

Entity Lifecycle 
• Spring Core: Dependency Injection, Inversion of Control, Beans, 

ApplicationContext 
• Spring MVC: Controllers, Views (JSP/Thymeleaf), Form Handling, Validation, 

REST API Development 
• Spring Boot: Auto-Configuration, Profiles, Embedded Servers, Starters, 

Properties Configuration 
• Spring Data JPA: Repositories, Query Methods, Transactions, Paging & Sorting 
• Spring Security: Authentication, Authorization, JWT, OAuth2, Method Security 
• Spring Cloud: Microservices, Eureka, Ribbon, Feign, Config Server, Circuit 

Breakers (Hystrix) 
• Web Services: RESTful Web Services, SOAP, JSON/XML Marshalling 

c. Database Management & SQL 
• Relational Databases: ER Modeling, Normalization (1NF, 2NF, 3NF), ACID 

Properties, Transactions 
• SQL Queries: SELECT, INSERT, UPDATE, DELETE, Joins, Subqueries, Aggregations, 

Group By, Having 
• Indexes & Optimization: Types of Indexes, Indexing Strategies, Query 

Optimization, Execution Plans 
• Database Design: Entity-Relationship Diagrams, Foreign Keys, Primary Keys, 

Constraints 
• Stored Procedures & Triggers: Writing Procedures, Functions, Event Triggers, 

Cursors 



 

• NoSQL Databases: Key-Value Stores, Document Stores (e.g., MongoDB), 
Column Stores (e.g., Cassandra) 

• Data Integrity & Consistency: Constraints, Transactions, Referential Integrity, 
Isolation Levels 

d. Web Technologies 
• HTML & CSS: HTML5 Elements, CSS3 Layouts, Flexbox/Grid, Responsive Design, 

Media Queries 
• JavaScript & ES6+: Variables (let/const), Arrow Functions, Promises, 

Async/Await, Modules 
• Front-End Frameworks: React.js, Angular, Vue.js, Component Lifecycle, State 

Management 
• AJAX & Fetch API: Asynchronous Requests, XMLHTTPRequest, Fetch API, 

Promises 
• RESTful APIs: API Design, CRUD Operations, HTTP Methods, Headers, Status 

Codes 
• WebSockets & Real-Time Communication: WebSocket Protocol, Long Polling, 

Server-Sent Events 
• CSS Preprocessors: SASS, LESS, Mixins, Variables, Functions 
• Browser DevTools: Debugging, Performance Analysis, Network Monitoring, 

Accessibility Testing 
e. Software Architecture & Design Patterns 

• Software Architecture Styles: Monolithic, Microservices, Event-Driven, Layered 
Architecture 

• Design Patterns: Singleton, Factory, Builder, Prototype, Strategy, Observer, 
Decorator, Adapter 

• SOLID Principles: Single Responsibility, Open/Closed, Liskov Substitution, 
Interface Segregation, Dependency Inversion 

• Microservices Communication: REST, RPC, Message Brokers (Kafka, RabbitMQ), 
gRPC 

f. DevOps & CI/CD 
• Version Control Systems: Git, Branching Strategies, Merge & Rebase, Pull 

Requests 
• CI/CD Pipelines: Jenkins, GitLab CI, CircleCI, Automated Builds, Continuous 

Deployment 
• Containerization: Docker, Docker Compose, Container Registry, Image 

Optimization 
• Orchestration: Kubernetes, Docker Swarm, Helm Charts, Service Mesh (Istio) 
• Monitoring & Logging: Prometheus, Grafana, ELK Stack (Elasticsearch, Logstash, 

Kibana), Fluentd 
• Automated Testing in CI/CD: Unit Tests, Integration Tests, End-to-End Tests, 

Code Coverage Tools 
g. Software Project Management 

• Project Lifecycle Models: Waterfall, Agile, Scrum, Kanban, Lean Software 
Development 

• Agile Frameworks: Sprint Planning, Daily Standups, Retrospectives, Backlog 
Grooming, Scrum Roles 

• Task Management & Tracking Tools: Jira, Trello, Asana, GitHub Issues 



 

• Risk Management: Risk Identification, Mitigation Strategies, Risk Logs 
• Stakeholder Communication: Communication Plans, Reporting, Client 

Interactions 
h. Quality Assurance & Testing 

• Unit Testing: JUnit, Mockito, TestNG, TDD (Test-Driven Development), BDD 
(Behavior-Driven Development) 

• Integration Testing: Testing APIs, Databases, Microservices Communication 
• End-to-End Testing: Selenium, Cypress, Puppeteer, Postman for API Testing 
• Performance Testing: JMeter, LoadRunner, Stress Testing, Benchmarking, 

Bottleneck Analysis 
• Security Testing: Penetration Testing, Vulnerability Scanning, OWASP Testing 

Guide 
• Automated Testing: Continuous Testing, Frameworks for Test Automation 

(Selenium, Appium) 
• Test Coverage & Metrics: Code Coverage, Test Reports, SonarQube, Static Code 

Analysis 
i. Security & Compliance 

• Web Security Principles: XSS (Cross-Site Scripting), SQL Injection, CSRF (Cross-
Site Request Forgery) 

• Authentication & Authorization: OAuth2, JWT, SSO (Single Sign-On), Multi-
Factor Authentication 

• Data Encryption: Symmetric/Asymmetric Encryption, TLS/SSL, HTTPS, Hashing 
Algorithms (SHA, MD5) 

• Compliance Standards: GDPR, HIPAA, PCI-DSS, ISO/IEC 27001 
• Security Audits & Penetration Testing: Vulnerability Assessment, Threat 

Modeling, Red Team/Blue Team Exercises 
• Secure SDLC (Software Development Life Cycle): Security in Design, Secure 

Coding Practices, Security Testing 
j. Microservices 

• Microservices Design: Decomposition Strategies, Bounded Contexts, 
Independent Deployment 

• Service Discovery: Eureka, Consul, Zookeeper, Dynamic Service Registration 
• API Gateway: Zuul, API Gateway Patterns, Rate Limiting, Circuit Breaking 
• Inter-Service Communication: REST, Message Brokers (Kafka, RabbitMQ), gRPC, 

Event-Driven Architecture 
• Resilience Patterns: Circuit Breaker (Hystrix, Resilience4j), Bulkheads, Retry 

Patterns, Fallback 
• Data Consistency & Transactions: Saga Pattern, Eventual Consistency, Two-

Phase Commit (2PC) 
• Microservices Security: OAuth2, JWT, Secure Communication between Services 

Observability in Microservices: Distributed Tracing (Zipkin, Jaeger), Metrics 
(Prometheus), Log Aggregation 
 

 
 
 
 



 

Hyderabad 
 

Domain - Cyber Security R&D 
 
1. Basic Concepts  
Fundamental aspects of Network, Firmware, Application, and Cryptography Security, 
Attack Types, Malware Types 
Network Security 

• Network Security Basics: OSI and TCP/IP models, and secure communication 
protocols etc 

• Common Network Attacks: Man-in-the-middle, DoS/DDoS, packet sniffing, IP 
spoofing etc 

• Firewall & Intrusion Detection/Prevention Systems (IDS/IPS), XDR: Functions 
and types etc 

• VPN and Wireless Security: SSL/TLS, IPSec, WPA3, and vulnerabilities in 
wireless communication. 

Firmware Security 

• Firmware Basics: Firmware architecture, types of firmware, and secure boot 
processes. 

• Firmware Vulnerabilities: Buffer overflows, memory corruption, hardware 
backdoors, supply chain risks. 

• Firmware Integrity Checks: Techniques for secure firmware updates, 
encryption, and verification processes. 

Application Security and OS Security 

• OWASP Top 10 Vulnerabilities: Cross-site scripting (XSS), SQL injection, CSRF, 
etc. 

• API Security: Authentication, authorization, and best practices for securing 
APIs etc 

• Mobile Application Security: Secure storage, encryption, app sandboxing, 
mobile-specific threats, etc 

• OS Security: SELinux, AppArmor, Container etc 
Cryptography and Security Protocols 

• Encryption Algorithms: AES, RSA, ECC, and symmetric vs. asymmetric 
encryption. 

• Hashing Functions: SHA, MD5, and their security implications. 

• Key Management: Key generation, distribution, storage, and secure lifecycle 
management. 

• Digital Signatures and Certificates: PKI, certificate authorities, and the chain of 
trust. 

Attack Types & Malware Types  

• Malware Types: Viruses, worms, trojans, ransomware, rootkits, adware, 
spyware. 

• Common Attack Vectors: Phishing, spear-phishing, social engineering, insider 
threats. 



 

• Advanced Persistent Threats (APT): Definition, behavior, and common 
examples. 

• Botnets and DDoS Attacks: Concepts, attack methods, and mitigation 
strategies. 

 
2. Advanced Concepts  
Threat Analysis, Malware Analysis, Vulnerability Analysis, Penetration Testing, Secure 
Coding, Cryptographic Algorithms, Static & Dynamic Analysis 
Threat Analysis  

• Threat Modeling: STRIDE, DREAD, and risk assessment methodologies. 

• Threat Intelligence: Gathering, sharing, and responding to threat intelligence 
data. 

• Incident Response: Phases of incident response and mitigation techniques. 
Malware Analysis  

• Static Analysis: Signature-based detection, file hashes, binary inspection. 

• Dynamic Analysis: Behavioral analysis, sandboxing, and debugging malicious 
code. 

• Reverse Engineering Malware: Tools and techniques for deconstructing 
malware. 

Vulnerability Analysis  

• Common Vulnerabilities: CVEs, zero-day exploits, memory corruption, race 
conditions. 

• Exploitation Techniques: Buffer overflows, privilege escalation, remote code 
execution. 

Penetration Testing  

• Penetration Testing Phases: Reconnaissance, scanning, exploitation, reporting. 

• Reporting and Remediation: Vulnerability disclosure, patch management, and 
reporting procedures. 

Secure Coding Practices  

• Secure Coding Principles: Input validation, error handling, data sanitization. 

• Best Practices: Use of static analysis tools, code review, secure memory 
management. 

• Development Security Standards: Secure SDLC, SAST, and DAST techniques. 
Advanced Cryptographic Algorithms  

• Quantum-Safe Cryptography: Basics of post-quantum algorithms. 

• Elliptic Curve Cryptography (ECC): Use cases, strengths, and weaknesses. 

• Blockchain-based Cryptography: Merkle trees, hash-based cryptography, zero-
knowledge proofs. 

 
3. Fundamentals of Emerging Technologies in Cybersecurity  
Blockchain Technology for Cybersecurity  

• Blockchain Fundamentals: Decentralized ledgers, consensus mechanisms 
(PoW, PoS) etc. 

• Smart Contracts: Security vulnerabilities, formal verification of contracts. 

• Blockchain Use in Cybersecurity: Decentralized identity management, supply 
chain security, data integrity. 



 

AI for Cybersecurity 

• AI Techniques in Cybersecurity: Machine learning for threat detection, 
behavior analysis, and anomaly detection. 

• AI-based Security Tools: AI-driven SIEM, intrusion detection, and malware 
classification systems. 

• Challenges in AI Security: Adversarial attacks, AI model poisoning, and defense 
techniques. 

Cybersecurity of AI  

• Securing AI Models: Protecting against data poisoning, evasion, and inference 
attacks. 

• Trust and Explainability in AI: Issues with transparency and accountability in 
AI-driven systems. 

• AI Bias and Fairness in Security: Recognizing and mitigating biases in AI 
security models. 

 
-----------------------------------------------------------------------------------------------------------------  



 

Pune 
 
Domain - Hardware System Design 
 

• Advanced Electronics System Design 

o Introduction to Electronics: Signals, frequency Spectrum of Signals, Analog and 

Digital Signals, Linear Wave Shaping Circuits: RC LPF, Integrator, RC HPF, 

Differentiator. Diodes: p-n junction theory, Current-Voltage characteristics, 

Analysis of Diode circuits, Rectifiers, Clippers, Clampers, Special diodes. Bipolar 

junction Transistor (BJTs): Physical Structures & Modes of Operation, Transistor 

Characteristics, DC analysis, Introduction to Small Signal Analysis, Transistor as 

an amplifier, The RC coupled amplifier, Introduction to Power Amplifiers, 

Transistor as switch. Field Effect Transistors (FETs): Physical Structures & Modes 

of Operation of MOSFETs, MOSFET Characteristics, DC Analysis. Feedback 

Amplifiers & Oscillators: General Principles, Different types of feedback 

amplifier. Voltage regulators, Voltage converters, Level Shifters. Operational 

Amplifiers (OP-Amps): Ideal OP-AMP, Inverting Amplifier, Non-Inverting 

Amplifier. Adder, Subtractor, Integrator, Differentiator. Digital Fundamentals: 

Binary Numbers, Hexadecimal Number Systems, Logic Gates, Boolean Algebra. 

Combinational and sequential logic design, Digital Logic families. 

o Advanced Digital Design, Hardware Description Languages (HDL) and their use 

in digital logic design.  

o Programmable Logic Devices: PLD, PGA, PLA, PAL, FPGA etc. PLD Logic Elements, 

SRAM, Flash Memory and Anti-fuse Configuration, Technology Mapping for 

FPGAs: Logic Synthesis, Lookup Table Technology Mapping. 

o Measuring and Test equipment: Introduction to Electronic Instruments, such as 

Oscilloscope, Multi-meter, Signal Generators, Logic Analyzer etc. 

o Board bring-up, testing, debugging, and hardware-software co-design. 

• Computer Architecture Fundamentals: 

o Introduction to Computer Architecture and Organization. Von Neuman 

Architecture, Harvard Architecture, Flynn Classification. 

o Computer Organisation: General register organization, Instruction formats. RISC, 

CISC characteristics. Instruction Set Architecture (ISA). Pipeline and Vector 

processing. Arithmetic pipeline and Instruction pipeline. 

o Memory Organisation: RAM, ROM, Memory Hierarchy, Organization, Associative 

memory, Cache memory, and Virtual memory. DDRx memories, flash 

memories. 



 

o Input-Output Organization: Input-Output Interface, Modes of Transfer, Priority 

Interrupt, DMA.  

o Common Bus Architectures such as PCle, LVDS, SPI, I2C, USB etc. 

o Basics of Computer Networking, common networking protocols, TCP, IP, UDP, 

ICMP, OSI Model, functionality of common networking devices such as 

network switches, routers. 

o Performance analysis of a Compute System: CPU performance–CPU Power 

Consumption, Analysis and Optimization of CPU Power Consumption, program 

execution time–Analysis, low-power modes (sleep modes), clock request 

feature, low power programming and interrupts. 

o Basics of Operating Systems 

• Embedded System Design: 

o Overview of Embedded System: Definition, Design Challenges and 

Characteristics, Categories and Requirements of Embedded Systems. 

Embedded Hardware and Software Development environment. Difference 

between microprocessor, microcontroller and DSP. General capability of 

microcontroller; microcontrollers in embedded systems. Suitability/selection 

of a microcontroller based on - Cost, Performance, Power dissipation and 

architecture- 8-bit, 16-bit, 32-bit. Concepts of system-on-chip. 

o Interfacing: I/O interfacing of devices such as LED, LCD, different sensors, ADC, 

DAC etc. 

• PCB Design: 

o Principles and practices of PCB design, schematic entry, component 

engineering, Library creation and managing, netlist creation, exporting and 

importing schematic data, stack creation, layout design, standards to be 

followed at various stages. 

o Implications of highspeed multilayer PCB design, EMI/EMC implications, PCB 

dielectric material selection, layer stack creation. 

o PCB design concepts such as DFM, DFT, DFA. 

o PCB manufacturing techniques, data exchange formats, processes followed. 

o PCB assembly techniques  

----------------------------------------------------------------------------------------------------------------  



 

 

Domain - HPC Tech System Software 

1. Operating Systems 
Process Management, Scheduling, Interprocess Communication & 
Synchronization, Memory Management, I/O subsystem & File Systems, 
POSIX Thread Programming, POSIX Semaphores, Mutexes, Conditional 
Variables, Shared Memory, Linux OS, Boot- loader, BIOS, Kernel, Root File 
System, RTOS, Virtualization  
 

2. C programming  
Data-Types, Variables, Constants, Operators, Identifiers, Preprocessors , 
arrays, pointers, basics of Data Structures, Algorithms and Abstract Data 
Types, Complexity of Algorithms, Linked Lists, Stacks, Queues, Searching 
and Sorting Algorithms, Hashing, Trees.  
 

3. Linux programming 
GNU Toolchain, Linux environment and editors, Debugging and 
Optimization of C programs, file handling, signal handling, shell commands, 
scripting, static linking & dynamic linking, cross-compilation  
 

4. Device driver programming 
Linux Kernel Modules and Module Programming, Char Device Drivers, 
Kernel Internals: Dynamic memory allocations, Handling Delays, Timers, 
Synchronization, Locking, I/O Memory and Ports, Interrupts, Deferred 
Executions, Driver Debugging Techniques, Drivers for GPIO, I2C, and SPI, 
Pseudo Filesystems 
 

5. Embedded programming 
Programming in Assembly and Embedded C, Microcontrollers, 
Microprocessors and SoC, RISC vs CISC, Timers/Counters, UART, SPI, PWM, 
Input & Output, I2C, CAN, LED, LCD, RTC, Bus Standards (USB, PCI), ARM, 
RISC-V  
 

6. Network programming  
OSI layer, Socket Programming, IP addressing  
 

7. Parallel programming 
Message Passing Interface, OpenMP, Accelerator programing, profiling, 
optimization and debugging of parallel programs  
 

8. Computer Architecture and Organization  
Instruction Set Architecture, Cache design and coherency, Arithmetic Logic 
Unit, Floating Point Unit, Instruction Set Pipelining, Parallel Processing 
Architectures, Distributed systems 

 






























